Retail Integration guide

Getting Started

Get a first look into viafintech and our Retail product!

Documentation

Check out our API v2 documentation page
https://docs.viafintech.com/api-retail/v2/#introduction

Login credentials will be sent out to you at your request.
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Authentication
Our API uses state-of-the-art security techniques. Each request must be signed with a special generated
hash.
To generate the signature we will use the “Signature Generator” on our documentation page

Http Content
Signature
Algorithm

Signature

Http Header
Parameters

The signature is time critical which means that the date header should not differ from the
current time by more than one minute.
NOTE: Standard time zone is GMT. If you use a different format zone consider the correct
time in GMT to successfully send requests.
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Authentication
How to use the “Signature Generator”?
Go to the Signature Generator page in our documentation.
Enter the URL for the API: for testing use the sandbox URL
Enter the request method
Enter the path for the request

As specified in the Date Header. Correctly formatted and accurate.

An assigned API given to the user upon registration

—
4

Creating a Request!
Let’s create a /ping request and send it to the “Sandbox API”
→ The /ping endpoint allows verifying that the connection to
viafintech and authentication work.
→ The API is accessible via HTTPS and uses form URL-encoding
for requests and XML for
responses.
→ Sandbox API Endpoint: https://api-offlinesandbox.viafintech.com/v2
→ Create the request: use the /ping endpoint mentioned in the
documentation
https://docs.viafintech.com/api-retail/v2/endpoints/ping
→ Send the request to the “Sandbox API”

—

Note: Use the created signature to communicate with viafintech.com.
For HTTPS use standard CA certificates, self signed certificates will not be accepted.
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Example Request /ping
In the next steps we will create a ping and a get-info
request.
Example Request:

Enter your offline ID

POST /v2/transactions/get_info HTTP/1.1
Authorization: BZ1-HMAC-SHA256 OfflinePartnerId=<ID>,
Signature=3b1a28fffd1cd2bbc1ec24cfbca1e85d802159e78c08328example123
Date: Thu, 31 Mar 2016 10:50:31 GMT
Host: api-retail.viafintech.com

—
6

Example Response /ping
The /ping request will receive a response which will be sent to the
notification URL setup in the Control Center. For testing, use the Sandbox
notification URL.
Example Response:
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Example Request /get_info
Let’s create a get_info request and send it to the “Sandbox API”
→ The API is accessible via HTTPS and uses form URL-encoding for requests and XML
for responses.
→ Sandbox API Endpoint: https://api-retail-sandbox.viafintech.com/v2
→ Create the request: use the get_info test barcode mentioned in the documentation Test
Barcodes
→ Send the request to the “Sandbox API”
Enter your Offline Partner ID

Example Request:
Enter your Signature

—

POST /v2/transactions/get_info HTTP/1.1
Authorization: BZ1-HMAC-SHA256 OfflinePartnerId=<id>,
Signature=<signature> Date: <date>
Host: api-offline.viafintech.com
Content-Type: application/x-www-form-urlencoded
barcode=40533...
Enter your test barcode
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Example Response /get_info
The /get_info request will receive a response which will be sent to the
notification URL setup in the Control Center. For testing, use the Sandbox
notification URL.
Example Response:
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Common Mistakes
•Request body contains carriage returns <CR> instead of line feeds <LF> →
remove <CR> and inline the request body

Try to

•The data for the signature and the data sent defer (e.g. Date-Header, Request
body, ...)
•Wrong API Key used →

please check your API Key in the Control Center

•For some requests an idempotency-key is required →

please check the docs.

→In any other case please have a look at the error message in the api response
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Error Handling
Most error responses are signed. Only errors
where a signature is not possible (e.g due to the
API key not being available), are not signed. The
lists of errors below indicate whether a specific
error is signed. For error codes that are marked as
signed, check the response's signature.
This is a list of errors that can be returned
from all endpoints. The column Signed?
Indicates whether errors with this result code
are signed
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Questions?
IT Support:
Solutions.team@viafintech.com

+49 (0) 30 346 46 16 50
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